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The 2021 regulations
Pension scams are on the rise. In response, the government introduced  
new legislation giving trustees the power to restrict statutory transfer rights 
which is intended to combat pension scams.

The legislation introduces two conditions, that will require trustees and their 
administrators to carry out additional checks on the majority of transfers.

The First Condition is satisfied if the receiving scheme is a public sector 
scheme; an authorised DC Master Trust or an authorised collective money 
purchase scheme. The Second Condition applies where the First Condition 
is not met. The Second Condition is satisfied where trustees determine that 
no ‘red flags’ are present. For more explanation on the regulations click here. 

What the regulations mean for trustees
For almost all transfers, trustees will need assess certain information about the 
transfer against a number of ‘red flags’ and ‘amber flags’ that are defined in 
the regulations. These flags include:

Trustees, providers and administrators should have robust,  
but proportionate, processes for assessing whether  
a member is at risk of falling victim to a pension scam,  
and for responding to that risk.

• Member unable to demonstrate employment or residency link.

• Evidence does not appear genuine or has been provided by  
a third party.

• Investments in the receiving scheme are high risk, unregulated,  
unclear, complex or unorthodox.

• Unclear or high fees are being charged by receiving scheme.

• Overseas investments in receiving scheme. 

• Sharp rise in volume of requests from same advisor or to same vehicle.

• Failure of member to provide requested evidence.

• Received financial advice from advisor without correct  
regulatory permission.

• Failure to take specified scams guidance when an amber flag  
has been identified.

• Member offered an incentive to transfer.
• Member was pressured to transfer or was subject  

to unsolicited contact.

https://www.xpsgroup.com/news-and-views/dwp-strengthens-transfer-regulations-to-help-combat-pension-scams/


A tailored approach
Launched in 2015, the XPS Scam Protection Service is a bespoke approach  
that relies on a telephone call with members to obtain robust information  
about their transfer. Speaking to the member increases the chances that any 
suspicious activity is identified that paper-based or standardised approach  
alone may not spot. 

Many of the red and amber flags in the regulations are best identified by 
speaking directly to the member. Information obtained must be from the 
member and the information gathered needs to be recorded in such a way to 
enable systemic flags, such as high numbers of transfers to a particular vehicle, to 
be easily spotted. 

The XPS Scam Protection Service meets both of these requirements.

Supporting your administration team
The XPS Scam Protection Service can be used to support your administration 
team to help meet the requirements set out by the transfer regulations. It also 
identifies additional key scam warning flags as set out in the PSIG Code of 
Good Practice, plus a number of bespoke flags that XPS have identified through 
our experience. Details of any flags identified are passed on to the XPS Scam 
Intelligence Unit for investigation. Reports of the call and recommended actions 
are provided to the trustees, along with bespoke communications that can be 
shared with members.

How we work with you
The XPS Scam Protection Service is designed that we can  
seamlessly work with any existing administration team,  
be it in-house administration teams or a third-party provider.  
We will work with your administrators to ensure that you  
are meeting the requirements of the transfer regulations.

Margaret Snowdon OBE 
Chair of PSIG

A member losing their pension savings through a scam can  
have a devastating impact on their later life. The new regulations are  
a welcome step in the fight against pension scams, but it is important  
that trustees have in place robust processes to identify evolving scam 
warning signs. The XPS Scam Protection Service is at the forefront of the 
industry which reflects their vast experience in helping protect members.



Case Studies

Ms B  

Mr A  • The administration team reviewed the transfer paperwork 
which did not show any signs of scam activity.

• During the call, when asked about the IFA, the member gave  
a different name to that on the paperwork and they had never 
heard of the IFA on the paperwork. The member confirmed 
they had been approached by an ‘introducer’ and the forms 
had been completed for them by the introducer and the IFA. 

• The IFA who had actually given the advice was not authorised 
by the FCA to provide such advice and the IFA’s firm was also 
not authorised to provide advice on pension transfers. 

• Further investigations revealed the unauthorised IFA 
had been arrested, along with all the members of the 
IFA firm that he was working for, so too had the original 
(FCA authorised) IFA who signed the paperwork and the 
introducer. The receiving scheme was also confirmed as 
being a scam vehicle, despite having HMRC approved status.

Whilst the scam warning sign in this case was 
covered by the new regulations, it would not have 
been identified through paper-based checks. 
This demonstrates the importance of speaking 
to members.

• Member was transferring into a FCA registered,  
UK-based Self Invested Personal Pension, but currently  
resided in Australia.

• During the call, the member advised she had been told  
by her advisor to subsequently transfer her pension  
to another arrangement, once this transfer had been 
completed. She had been told she couldn’t transfer her  
current pension directly to Australia.

• The member advised the subsequent transfer would  
be made gradually over a number of years to minimise  
the amount of tax payable.

This case clearly had warning signs of a pension 
scam but would not have been picked up had the 
trustees only considered the flags in the regulations.
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For further information, please get in touch with Colin Miller, Jackie Warwick  
or Helen Cavanagh or speak to your usual XPS Pensions contact.

Colin Miller

t

e

0118 918 5054 

colin.miller@
xpsgroup.com

Jackie Warwick

t

e

0118 918 5577

jackie.warwick@
xpsgroup.com

Helen Cavanagh

t

e

0113 487 4835

helen.cavanagh@
xpsgroup.com

Source: XPS Scam Protection Service, December 2021

About XPS
In 2015, XPS Pensions Group launched our Scam Protection Service run by our 
specialist Member Engagement Hub. This was as a direct response to concerns 
from our clients about the increasing prevalence of pension scams.

XPS was awarded Technology Services of the Year at the 2020 
Pensions Expert awards for the impact our tech-driven solutions 
have had on the fight against pension scams. 
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